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@TheOffice 
On-The-Road, away from the office.  This does not  have to mean no connect ion. 
 
@TheOffice provides secure connect ivity to the office so it  is as if you never left  
– with regard to connect ivity that  is. You, on the other hand, are out  of the 
Office. 
 
@TheOffice consists of a Server and Client  Software com ponent. 
x� @TheOffice Gatew ay :  this com ponent is installed in the off ice to which 

access is required and 
x� @TheOffice Client :  this com ponent is installed on the roam ing user’s PC 

( typically a notebook com puter)  
 
@TheOffice Gatew ay 
The set-up of the gateway is a sim ple m at ter requir ing only a few parameters to 
be set .  The users of @TheOffice are adm inistered as part  of your Windows 
Dom ain or local dom ain and the Adm inist rator can rest r ict  access to a specific 
group of users, if required.  The Administ rator is able to monitor who is 
connected. 
User regist rat ion is done based on the user’s Windows UserID and password. 
Once set  up, the user can enrol from any PC which has the Client  software 
installed. 
 
@TheOffice Client  
On the client  side two steps are followed before connect ing to the gateway. 
x� The client  is installed on the roam ing user’s PC. 
x� The next  step is to follow a simple process to enrol the user onto the 

Gateway. 
After enrolment , the user uses the connect  dialog to connect  to the office 
network. 
 
While the user is connected, all t raffic from  the I nternet  is automat ically 
rest r icted and only comm unicat ion with the off ice network is allowed. This 
dynam ic firewalling feature assures that  the user cannot inadvertent ly become a 
“ router”  between the office network and the Internet . 
From a user perspect ive, a sim ple connect  login is all that  is required to connect  
securely to the office. For convenience, the user can also select  a dial-up profile 
to be autom at ically dialled before connect ing to the office. 
 
@TheOffice is ext remely sim ple to use and provides a secure method for get t ing 
access to office network resources from anywhere on the I nternet . 
 

Access the office anyt im e, anyw here 
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Getting Started 

Introduction 
As a system  adm inist rator,  you must  have had count less 
requests from users want ing to access your office resources over 
the I nternet . With the @TheOffice product , not  only is it  possible 
to do so without  fuss, but  you can also rest  assured that  the 
increased access is protected by state of the art  cryptographic 
security, ensuring that  you do not  expose your users and office 
network to the threats associated with opening the network to 
the I nternet . 

@TheOffice consists of two m ain components. 

x� The first , @TheOffice Gateway, is installed in your office 
network to provide a secure access point  for network 
comm unicat ion between the clients and the office network. 

x� The Client  Software is installed on all user PC’s that  require 
secure access to the office network. 

@TheOffice authent icates users before allowing access to the 
office network. This process uses a set  of rigorous m athem at ical 
algorithms that  relies on the secrecy of a user’s private key. This 
private key is stored in a secure profile on the user PC. Only the 
user needs to know the pass-phrase that  protects the user’s 
private key. 

Your dut ies as system adm inist rator will include the 
management of the users. Fortunately, @TheOffice m akes this 
ext remely easy by linking the enrolm ent  and user m anagem ent  
t ight ly with the user managem ent  already provided by Microsoft  
Windows. 

This Adm inist rat ion Guide will assist  you in preparing for 
installat ion, installing the software, configuring your gateway 
and network access of your f irewall, and enable you to assist  
users with set t ing up client  software and enroling to gain secure 
access to the corporate network. 
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System Requirements 
Before you install your @TheOffice Gateway and client  software, 
you will have to m ake sure that  the off ice network environment  
is suitable. Below is a checklist  of requirements for installat ion of 
the products. 

Hardware 

Gatew ay: 

Minim um specif icat ion required for operat ing system and 
m inim um configurat ion of Pent ium I I I , 128MB RAM, 100MB free 
HDD space or bet ter.  Ethernet  card and perm anent  I nternet  
connect ion. 

Client : 

Minim um specif icat ion required for operat ing system and 
m inim um configurat ion of Pent ium , 32MB RAM, 10MB free HDD 
space or bet ter.  I nternet  connect ion (WiFi, Cable, ADSL, 
Satellit e, modem, etc.)  

Operating System 

Before cont inuing, check that  your Operat ing System  is 
supported:  

 

Operat ing 
System  

Service 
Pack 

Client  
supporte
d 

Gateway 
supporte
d 

Windows 95 -  No No 

Windows 98 All Yes No 

Windows ME -  Yes No 

Windows NT 
3.5x 

-  No No 

Windows NT 
4.x 

1, 2, 3 No No 

Windows NT 
4.x 

4,5,6 Yes No 

Windows 2000 1, 3 Yes Yes 

Windows 2000 2*  Yes Yes 

Windows XP All Yes Yes 

*  Requires Microsoft  Patch:  Q301337_W2k_SP3_x86_en.exe 
( refer to ht tp: / / at theoffice.t r ispen.com  for the latest  
inform at ion)  
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Windows Installer 

You can check your current  installer version by right -click ing on 
msiexec.exe and select ing ’propert ies’.  This file can be found in 
your System Directory, i.e. \ WINNT\ System 32 on NT/ 2000 or 
\ Windows\ System 32 on XP or \ Windows\ System  on 9x/ ME. 

 

Operat ing 
System  

Service 
Pack 

Windows Installer 
required 

Windows 95 -  n/ a 

Windows 98 All 1.20.1827.0 or 
newer* *  

Windows ME -  1.20.1827.0 or 
newer* *  

Windows NT 
3.5x -  n/ a 

Windows NT 
4.x 1, 2, 3 n/ a 

Windows NT 
4.x 4, 5, 6 1.20.1827.0 or 

newer* *  

Windows 2000 1, 3 Already OK 

Windows 2000 2*  Already OK 

Windows XP All Already OK 

*  Requires Microsoft  Patch:  Q301337_W2k_SP3_x86_en.exe 
* * Download and install newer version if not  conform ing to 
requirement  ( refer to ht tp: / / at theoffice.t r ispen.com  for the 
latest  inform at ion)  

Office network requirements 

@TheOffice extends the Office LAN to your @TheOffice Clients. 
The office network where you are going to install t he Gateway 
needs to conform  to the following specif icat ions:  

x� Perm anent  connect ion to the I nternet  m ust  be set  up. 

x� The Gateway PC m ust  be configured on the network. 

x� Regist rat ion to a Domain is opt ional for user m anagem ent  
but  if you want  to use a dom ain cont roller to authent icate 
users, the Gateway PC must  be registered on the Dom ain. 

x� I t  is not  necessary for any specific user to be logged in on 
the gateway. 
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Firewall Compatibility 

The typical @TheOffice Gateway installat ion is located on the 
private network port ion of your corporate LAN. I n order for client  
users to com municate with the Gateway, it  m ay be necessary to 
configure the rules on your f irewall to allow this access to take 
place. The Firewall set t ings sect ion details the required 
configurat ion. 

The firewall must  be able to support  filt er ing of UDP port  500 
and should allow UDP fragm ents through the gateway. 

I n principle, most  f irewalls should support  the required set t ings. 
The @TheOffice Gateway and client  were tested with the 
following Internet  f irewalls:  

 

Checkpoint  Firewall 1 FreeBSD ipfw and 
OpenBSD ipf 

Cisco PIX Linux IPChains firewall 

Cisco IOS firewall NetSeq Secure 
Plat form  



 

 
System Administrator’s Guide Getting Started �  7 
 

Planning the installation 
@TheOffice Gateway has been designed for use in m ost  off ice 
LAN environm ents. Figure 1 shows a t ypical installat ion. I n this 
figure, the @TheOffice gateway is installed on the office LAN, 
and is dedicated for  secure remote access purposes. 

 

 
Figure 1:  Typical Office network with Dedicated @TheOff ice Gateway installat ion 

I n sm aller off ices, the @TheOffice Gateway could be installed on 
the off ice server itself, reducing the need for an addit ional 
hardware plat form . This is only recom m ended in cases where 
the off ice server is under-ut ilised as encrypt ion places a 
processing overhead on the server. For installat ions where more 
than 10 office users are connect ing to the office server, a 
dedicated PC is recommended. 

The Firewall set t ings should be checked and configured as 
described in the Firewall set t ings sect ion. 

NOTE: I n order for your @TheOffice Gateway to be able to 
query the domain cont roller, the Gateway PC must  be registered 
on the dom ain.  I t  is also important  to verify that  the domain 
cont roller has the group “Pre-Windows 2000 com pat ible 
access” , and that  either the user “Everyone”  or the Gateway PC 
is a m ember of the group. 
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The Gateway 

Securing the Gateway 
Security includes physical access and software access security. 

Physical access should be m anaged carefully as the Gateway is 
used as an access point  to the internal network. 

Software access will com e into play when the physical access 
has been breached or those with legal physical access abuse the 
system. The user access to the Gateway should be lim ited to the 
m inim um set  of users. I f the Gateway is used for nothing else 
then access should be lim ited to adm inist rators only. 

Installing the Software 
You need to be logged in as a user with adm inist rator r ights to 
install the software. To start  the installat ion process, sim ply 
double-click on the installat ion executable. The installat ion 
process is sim ple and requires lit t le interact ion, simply follow the 
prom pts. Once installed the PC requires a reboot  to start  up the 
gateway serv ices. 

Gateway Date and Time 
The Cert ificates used in the connect ion process use t im e as a 
reference for their  validity. I t  is important  that  both client  and 
gateway PCs have the correct  t ime and t im e zone set -up. The 
maxim um  t im e discrepancy is set  at  30 m inutes. I f the 
discrepancy is larger an error will be displayed. 

Configuration 
To start  the Gateway Configurat ion Console select  the following 
applicat ion from  the star t  m enu:   
 Start  

  Program s 

   @TheOffice Gateway 

    Gateway Managem ent  User I nterface  
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The first  step in the configurat ion is to provide inform at ion about  
the installat ion. Click on the Configurat ion but ton:  

 
Figure 2:  @TheOffice Gateway configurat ion 

Basic Configuration 

The Configurat ion screen init ially contains default  values. I n 
many cases, you can use the default  values. The fields should be 
filled in as follows:  

1. Com pany :  The nam e of your company. @TheOffice uses 
the com pany nam e that  is recorded as the licensed owner 
of the workstat ion. I t  can be changed to reflect  the correct  
name of the organisat ion. 

NOTE:  Changing the Company nam e will re-generate your 
Root  Cert ificate and invalidate all of your enrolled users!  
Users will then have to enrol again. I f the Com pany nam e is 
changed back to the original Company the users will be re-
instated. 

2. Dom ain :  The domain in which this PC resides. @TheOffice 
uses this Windows dom ain to ident ify users when they enrol 
for remote access and connect . This inform at ion is ret r ieved 
autom at ically. 
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3. Country :  Choose the count ry in which you are located. This 
value will be used in the generat ion of your gateway 
cert if icate. 

NOTE: Changing the Count ry will re-generate your Root  
Cert if icate and invalidate all of your enrolled users!  Users 
will then have to enrol again. I f the Count ry is changed 
back to the original Count ry the users will be re- instated. 

4. I P Pool:  The IP pool is the range of I P addresses that  will 
be issued dynamically when users connect  to your off ice 
network. The range m ust  be sufficient  to cover the num ber 
of users expected to connect . You m ust  choose a range of 
addresses that  you are certain is not  in use in the network. 
The range must  preferably be from the sam e subnet  as the 
office network you are accessing. 

5. I P Pool m ask :  This is the address m ask that  will be given 
to client  PCs when they connect  to the office. The set t ing 
you select  here should fit  in with your office network’s I P 
addressing design. 

6. Com m it :  The Com mit  but ton will record all of the set t ings 
you have selected and prepare the Gateway for operat ion. 
The status m essage will indicate the success or failure of 
the comm it  with appropriate error m essages on failure. 

Advanced Configuration 

This sect ion allows the adm inist rator to fine tune the gateway to 
meet  specific requirements. 

7. Gateway Public Address: Enter the IP address or DNS nam e 
of the public address where users will connect  to the 
Gateway. I f your gateway is located behind a NAT device, 
enter the stat ic NAT address you have m apped for this 
gateway or a DNS nam e that  resolves to the stat ic NAT 
address. 

8. Group allow ed to enrol:  You can rest r ict  your remote 
access to a specific group of domain users or a group of 
local users.  This is handy if you are part  of a large dom ain 
and you would like to cont rol access to one departm ent (or 
to a group of users that  you create especially  for remote 
access) . I f the gateway resides in a domain the default  is 
domain users, which includes all the users registered in the 
domain. I f the gateway does not  reside in a dom ain the 
default  is users registered on the gateway itself.  
Should you wish to rest r ict  access to a group of local users 
when the gateway resides in a domain, use LOCAL\ { group 
name} . Using LOCAL\  will give access to all users registered 
on the local m achine.  
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 Dom ain specified 

 Em pty           =  Default  of  “Dom ain Users” 

 “LOCAL\ < group> ” =  use local < group>  

 “LOCAL\ ”        =  use local “Users” group 

 “< group> ”       =  use specif ied < group>  on dom ain 

 Dom ain not  specified  ( i.e . not  in a dom ain)  

 Em pty           =  default  of local “Users” group 

 “LOCAL\ < group> ” =  use local < group>   

 “LOCAL\ ”        =  use local “Users” group 

 “< group> ”       =  use local < group>  

9. Adm in Em ail:  Enter the em ail address to be used as the 
contact  em ail address in the Welcom e Memo as descr ibed in 
Gateway Status sect ion. This em ail address is also used 
during the ‘Refresh expiry dates” process when the license 
is updated. 

10. Crypto Algorithm :  Select  the desired crypto algorithm . 

11. Com m it :  The Com mit  but ton will record all of the set t ings 
you have selected and prepare the Gateway for operat ion. 
The status m essage will indicate the success or failure of 
the comm it  with appropriate error m essages on failure. 
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What to do next 
Now that  you have configured your gateway, you should test  the 
operat ion of the gateway.  

I f you have not  yet  set -up the Firewall refer to the Firewall 
set t ings sect ion and ensure that  the correct  connect iv ity is 
available to the gateway.. 

To test  whether the gateway is ‘v isible’ from the I nternet , you 
can m ake use of a test  tool which checks if the gateway is visible 
from the I nternet . I t  can be found at  
ht tp: / / at theoffice.t rispen.com/ atTheOffice/ gw_test .htm . 

To test  whether enrolment  is possible, you should install t he 
client  on a test  PC and enrol to the gateway. Refer to the Client  
sect ion for help on this. 

NOTE: I f you are connect ing to the gateway from  the office 
network where the gateway is installed, you should be able to 
enrol but  you will not  be able to connect  to the gateway. To 
connect  to the gateway, you have to be ‘away’ from the office;  
in other words you need to connect  from another network such 
as the I nternet . 

To ensure that  the gateway can complete the refresh license 
process when act ivat ion keys are added or updated perform  the 
“Refresh expiry dates” process as described in ‘Registering 
act ivat ion keys’ sect ion. 

I f you have any problem s at  this point ,  consult  with the 
Frequent ly Asked Quest ions sect ion  
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Managing the Gateway 

Gateway Status 
The status screen (Figure 3)  displays im portant  inform at ion 
about  @TheOffice Gateway.  

 
Figure 3:  Status screen 

1. Connected users: This displays the num ber of users that  
are current ly  connected to the gateway. For detail about  
who is connected, you can view the Connect ions screen. 

2. Active users: This displays the total number of users that  
are current ly enrolled to access your LAN securely. To view 
details on the enrolled users, you can view the Users 
screen. 

3. Allowed users: This shows the number of users you are 
licensed for. Refer to Obtaining act ivat ion keys sect ion if 
more users are required to connect  to the gateway. 

4. System events: Im portant  system events are displayed 
in this window. 
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5 . Verification Matrix: This m at rix is a fingerprint  of your 
gateway. To ensure that  users enrol to the correct  
gateway, they are presented with this m at r ix on 
enrolm ent . You need to provide the m at r ix to your users, 
and they are then required to enter two of the cells when 
they enrol. The Welcome Memo, described in the Gateway 
Status sect ion, includes the m at r ix. 

6. Generate Welcome Memo:  To m ake life easier for you as 
a system adm inist rator, you can generate a welcom e 
document  that  contains the verif icat ion m at r ix and 
gateway details. Click on the > >  but ton to edit  the 
Welcom e Mem o. You m ay custom ise the wording of the 
document  and save your changes. Support  and 
administ rat ion contact  details should be included in the 
document . 
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Connections 
The Connect ions screen displays the current ly act ive 
connect ions. These are users that  are current ly securely 
connected to the off ice network. 

Each connected user is listed with their vir tual IP Address and 
t im e online. Further stat ist ics are displayed on the r ight  hand 
pane when a user is selected. 

Each connect ion and disconnect ion is also logged in the event  
log. 

 
Figure 4:  Viewing connect ions 

To disconnect  a user, you can click on the user and press > >  to 
execute the funct ion. This will im mediately term inate the user 
session. The user status, shown as disconnected, will rem ain on 
the list  for 3 m inutes. 

The t im e of disconnect ion m ay be viewed by select ing the user 
and viewing the m essage in the “Disconnect  User” box. 

NOTE: Be aware that  this m ight  cause data loss for the user 
who is disconnected, as the applicat ions in use m ight  not  be 
able to recover from a sudden network disconnect ion. This 
act ion is equivalent  to unplugging the network cable connect ing 
the user to the office network. 
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Users 
You can use the “Users” m enu to m anage at t r ibutes related to 
@TheOffice users.  

Users are autom at ically verif ied against  the dom ain group 
specified in the configurat ion step above. You will only see a 
user in this m enu once the user has enrolled.  

Once a user is registered, you can change the at t ributes or 
policies relat ing to that  user in this m enu. Figure 5 below depicts 
the User m anagem ent  screen. 

 
Figure 5:  User Managem ent  

Descript ion of the fields on this screen:  

Inactive Users 

Users are listed here:  

��after they have successfully  enrolled and the act ive list  has 
reached the lim it  of the gateway license noted in the 
allowed box;  or 

��they have been deact ivated by the adm inist rator. 

Active Users 

An act ive user is one that  has enrolled, is licensed and current ly 
author ised to connect  to your office network.  

Allowed Users 

The number of allowed users displayed is the total num ber of 
current ly licensed users. The Act ive user list  will never have 
more than the num ber of allowed users. 
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Changing users status (active/inactive) 

Users can be m oved between act ive and inact ive states subject  
to the lim its of the allowed number of act ive users in the act ive 
column. The user is selected and the > >  and. < <  but tons are 
used to m ove the user to the other state. Should the user be in 
the act ive colum n and connected deact ivat ing the user will also 
disconnect  the user. 

NOTE: Be aware that  this m ight  cause data loss for the user 
who is disconnected, as the applicat ions in use m ight  not  be 
able to recover from a sudden network disconnect ion. 

Deleting a User 

A user is deleted by select ing the user and click ing on the bin 
but ton to com plete delete process. Should the user be connected 
the disconnect ion process will be performed before delet ing the 
user. This process is perm anent and the user must  re-enrol if 
access to the gateway is required. 
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Activation Keys 
The @TheOffice license model allows organizat ions flex ibilit y in 
purchasing only the required num ber of usage licenses for users 
of the secure remote access serv ice. 

Usage is enabled by means of act ivat ion keys. You will receive 
these keys when you pay for the service. These act ivat ion keys 
are also called tokens. 

The keys are m anaged using the “Act ivat ion Keys” m enu 
opt ion. 

 
Figure 6:  Managem ent of Act ivat ion Keys 

Obtaining activation keys 

To add addit ional users or extend the usage of exist ing users, 
you will have to purchase addit ional user licenses. You can order 
addit ional user licenses online and the act ivat ion keys will be 
delivered to you elect ronically. Connect  to 
ht tp: / / at theoffice.t rispen.com and purchase addit ional usage 
keys. 
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Registering activation keys  

An act ivat ion key looks som ething like this:  
4e3c-19hs-790g-2jds 

On receipt , the sim plest  m ethod to act ivate your users is  

1.  Open the act ivat ion keys m enu page 

2.  Select  the act ivat ion key in the em ail or web page you 
have received 

3.  Press Ctrl- C or Edit   >  Copy  from the m enu bar in your 
mail applicat ion. 

4.  Click on the Paste From  Clipboard but ton to t ransfer the 
act ivat ion key you have copied in step 3. 

5.  Click on the “Add user act ivat ion Key” but ton to add the 
key to the list  of keys that  will be registered. 

6.  Add all act ivat ion keys you have received by repeat ing 
these steps ( in case there are more than one)  

7.  Now click on the but ton in the “Refresh expiry dates” panel 
to update your license. 

8.  Wait  for the request  to f inish and the view the status 
message 

NOTE:  You have 5 m inutes to perform the “Refresh expiry 
dates” funct ion before the new key is rem oved from  the list . 
Should this happen the act ivat ion key should be re-entered 
and the license updated using the “Refresh expiry dates” 
funct ion. 

 
NOTE: The user current ly logged into the com puter host ing 
the gateway requires access to the I nternet  so that  the expiry 
dates can be refreshed at  the licensing server. The ht tp proxy 
set t ings for I nternet  Explorer will be used if available. 
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Activation key status 

The “Status” colum n indicates the status of each act ivat ion key, 
which can be any of the following values:  

Valid:  act ivat ion key is act ive and in use. 

W ill expire soon:  act ivat ion key is within a week of its 
expiry date.  Refer to the “What  happens when act ivat ion 
keys expire” sect ion. 

Expired:  act ivat ion key has passed it s expiry date.  The next  
refresh will remove the act ivat ion key from the list . 

Must  confirm :  the administ rator m ust  request  verif icat ion 
of the act ivat ion key by clicking on the but ton in the “Refresh 
expiry dates” panel.  I f the key is not  refreshed it  will reach 
the next  cancel date and the status will change to 
“Cancelled”. 

NOTE:  The easiest  way to prevent  your act ivat ion key from  
being cancelled is to enable “Auto refresh” – refer to the 
“Auto refresh of Act ivat ion keys” sect ion. 

Cancelled:  the act ivat ion key has passed one of the cancel 
dates. 

I nvalid:  the act ivat ion key could not  be verif ied on the 
gateway plat form . 

What happens when activation keys expire 

I f an act ivat ion key expires, the number of act ive users will be 
reduced autom at ically by the amount  of users provided by the 
key. The gateway will autom at ically  determ ine which users to 
de-act ivate, based on least  frequent ly used status. To change 
the user select ion, use the Users menu opt ion and rearrange the 
users that  are current ly act ive /  inact ive to m eet  your 
requirements. Of course you can also purchase addit ional 
act ivat ion keys to increase the number of act ive users. 

Auto refresh of Activation keys 

This opt ion, when enabled, relieves the adm inist rator of having 
to m anually refresh the act ivat ion keys.  I t  emulates pressing 
the but ton in the “Refresh expiry dates” panel.  This funct ion is 
t r iggered when an act ivat ion key is either about  to be cancelled 
or about  to expire.  The m anagem ent  interface need not  be 
running for the refresh to happen.  
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Event Log 
Event logs are useful in the event  that  something does not  work 
as expected and to keep a t race of events for audit  purposes.  

 

Figure 7:  Event  log screen 

Exit 
The Exit  m enu opt ion closes the gateway console. I t  is not  
required to keep the console act ive for successful operat ion of 
the gateway. The service component  of @TheOffice Gateway will 
rem ain act ive even when the console is not  running. 
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The Client 

Installation 
The installat ion process is started by simply running the client  
executable. The installat ion process is simple and requires lit t le 
interact ion and following the prompts. After a reboot  of the 
machine to complete the installat ion the client  is ready for use. 
On complet ion of the installat ion process the enrol process is 
star ted autom at ically. 

NOTE: For Windows NT, 2000 and XP you should be logged in 
as a user with adm inist rator rights before you install t he 
software. 

Enrolment 
Before any connect ions can be m ade to the gateway, you have 
to enrol to ident ify yourself. You will not  be required to enrol 
every t im e you connect , only when connect ing for the first  t im e 
from a specific PC. 

The enrolm ent screen (act ivated by r ight -clicking on the  t ray-
icon and select ing Enrol)  will appear. 

The help text  on the screen will guide you through the enrolm ent  
process. Once all inform at ion on a sect ion is com plete, use the  
but ton to advance to the next  step. 

NOTE: During the enrolm ent  process you will reference the 
Welcom e m emo which you should have received from  the 
gateway administ rator. 
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Step 1: Connecting and verifying the Gateway 

 
Figure 8:  Client  Enrol – Gateway address 

Enter the Gateway address as provided in the Welcom e m emo. 
You may select  an exist ing dial-up profile to be linked to your 
@TheOffice connect ion profile. Further inform at ion m ay be 
required in the dial- up session for the connect ion to be 
established. 

 
Figure 9;  Client  Enrol – Gateway verif icat ion 

The ver ificat ion m at r ix is a digital fingerprint  of your gateway. 
For security reasons, you have to validate that  the m at r ix 
matches the one provided in the Welcome m emo. You should be 
careful to check that  the m at r ix you received has in fact  been 
received from  your system administ rator, to guard against  an 
im postor set t ing up a gateway to reveal your User ID and 
password. 
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Step 2: Identifying Yourself 

 
Figure 10;  Client  Enrol – Windows UserI D and Password 

Enter the UserID and password as descr ibed in the Welcom e 
memo. This will check that  you are authorised to use the 
services of the gateway. I f you have chosen the correct  UserI D 
and password you will be allowed to proceed to the next  step. 
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Step 3: Set Personal Pass-phrase 

The next  step is to select  your personal pass-phrase (see Figure 
11) . This pass-phrase should be picked carefully,  and 
remembered. Some t ips on good pass-phrases are:  

x� Select  a sentence or phrase rather than a single word. Pass-
phrases can be full sentences such as “Office Connect ion 
Rox” 

x� You could use slang words or alternat ive spelling for words, 
to m ake guess at tempts difficult . You can also use 
num bers instead of words e.g. “Connex 2day plz” 

NOTE: Your Pass-phrase protects against  unauthorised use of 
your @TheOffice profile. Rem em ber that  the pass-phrase is case 
sensit ive!  A Pass-phrase like “HELLO” is different  to “Hello 

 
Figure 11:  Client  Enrol -  Select ing your pass-phrase 

Once you click on the  but ton, your enrolment  request  will be 
processed and you will now be a registered user and can connect  
to the office. 
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Step 4: Enrolment Complete! Lets GO 

You should see the welcom e screen (Figure 12) . Follow the 
inst ruct ions to connect  to the office network. 

 
Figure 12:  Client  Enrol – Enrolm ent  Complete 

 

Connecting and Disconnecting 
Once enrolled as a valid @TheOffice user, you can now connect  
to your off ice network. 

To start  the connect ion, right  click on the t ray- icon and select  
Connect .  

You can also double-click on the t ray icon. 

You will be presented with the connect ion wizard:  

 
Figure 13:  Client  Connect  

After you have selected the appropriate profile and entered the 
pass-phrase you selected on enrolm ent , click on the  but ton to 
com plete the connect ion. 

I f you would like to use a different  dialup profile for the 
connect ion, you m ay change that  before connect ing. The 
select ion will be available if you have one or more Windows 
dialup profiles set  up. 
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Once connected, the Wizard will indicate that  you are connected 
(see Figure 14) . To disconnect , click on the  but ton. You can 
hide the connect  dialog by clicking on the  but ton. 

 
Figure 14:  Client  Connected 

Connecting from another PC 
I f you need to connect  to the office from  another PC, you have 
to enrol again from  that  PC. This step does not  create a 
com pletely new profile, instead it  re-uses part  of the profile 
stored on the gateway When you enrol from a second or further 
PC’s, your pass-phase rem ains the sam e on all PC’s. You m ust  
use the pass-phrase with which you enrolled the first  t im e. 

Certificate Expiry 
The cert ificate used to connect  to the gateway has a lim ited life 
for security  reasons. You will be prom pted with a message 
indicat ing that  your cert if icate is about  to expire. This occurs 
when you connect  and your cert if icate is within the last  3 
months of its lifet im e. You will be able to cont inue connect ing to 
the gateway unt il t he cert if icate has expired but  you are 
required to go through the enrolm ent  process again to renew the 
cert if icate. This can be done at  any t ime after the not ificat ion of 
expiry of the cert if icate. 
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Advanced Profile Management 
The advanced opt ion of the client  is used when you have several 
profiles and wish to delete or  change the pass-phrase of a 
profile. 

To start  the connect ion, right  click on the t ray- icon and select  
Advanced . This will display the dialogue as shown in Figure 15 

 
Figure 15:  Client  Advanced Opt ions 

To Delete  a profile:  
sim ply select  the profile and click the bin to remove it  from the 
list . 

To Change the pass- phrase  of a profile:  
sim ply select  the profile and enter the old pass-phrase followed 
by the new pass-phrase and a confirm at ion of the new pass-
phrase. The > >  but ton will comm it  the changes. 

NOTE:  The password is only changed on the current  
workstat ion. The gateway and other workstat ions holding a 
copy of the user profile will have the pass-phrase as set  
previously. 
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Firewall settings 

Background 

Why do I need to change the firewall settings 

@TheOffice Clients need to connect  to the @TheOffice Gateway. 
I n most  cases your office network will be screened from the 
I nternet  by m eans of a f irewall or packet  f iltering router. To 
allow the required com municat ion through the firewall, you will 
have to update the rules on the firewall.  

What types of firewall can be used 

Since @TheOffice requires direct  com m unicat ions between the 
Client  and Gateway, firewalls that  only allow connect ions via a 
proxy connect ion is not  supported. I t  is possible however to use 
firewalls that  m ake use of network address t ranslat ion (NAT) , as 
long as a public address is stat ically m apped to allow access to 
the Gateway PC from the I nternet . 
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Configuring the firewall  

Incoming Firewall rules required 

@TheOffice uses UDP port  500 to com municate with all clients. 
You need to set  up a f ilter ing rule on your f irewall to allow this 
port  through the firewall. To avoid unnecessary exposure of your 
office network, the f irewall rules should be very specific.  

You need to set  up the following rules:  

x� Allow:  UDP From [ anywhere] [ any port ]  To [ GW IP] [ Port  
500]  

x� Allow:  UDP From [ GW IP]  [ Port  500]  To [ anywhere]  [ any 
port ]   

x� Allow:  UDP fragments From  [ anywhere]   To [ GW IP]  

x� Allow:  UDP fragments From  [ GW IP]  To [ anywhere]   

x� Allow:  ICMP Type 3 (dest inat ion unreachable)  From 
[ anywhere]   To [ GW IP]  

x� Allow:  ICMP Type 3 (dest inat ion unreachable)  From [ GW IP]  
To [ anywhere]   

NOTE: Future versions of @TheOffice will not  require UDP 
fragm ents and ICMP t raffic rules. Check with 
ht tp: / / at theoffice.t rispen.com for m ore inform at ion. 

Outgoing firewall rules 

I n order for the gateway to connect  to the licensing server, your 
firewall needs to allow outgoing HTTP and HTTPS connect ions. 
Most  firewalls will already be configured to allow this type of 
t raff ic. 

How do I test if it is working 

The easiest  test  would be to perform the tests as described in 
Gateway ‘What  to do next ’ sect ion. 
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Frequently Asked Questions 

What do I need to use @TheOffice? 
You need a PC in your off ice to run the Gateway Software and 
your office needs a perm anent  I nternet  connect ion. Of course 
you need to install the client  software on all PC’s that  want  to 
connect  securely to your office;  these too need I nternet  access. 
You can download both of these software packages from  
ht tp: / / at theoffice.t rispen.com, where you can also purchase 
Act ivat ion keys to use this software. 

How do I Install? 
Before installat ion, refer to the sect ion [ Planning the installat ion]  
and [ Firewall set t ings]  

To install t he Gateway, refer to [ The Gateway]  

To Install the Client  Software refer to [ The Client ]  

Why can I not refresh my activation keys? 

Invalid activation keys entered 

I f invalid or expired act ivat ions keys are entered the licensing 
server will reject  them. Ensure that  a valid key is entered. 

The Gateway does not have Internet access 

For the Gateway to refresh the act ivat ion keys and include new 
act ivat ion keys, Internet  access is required to the licensing 
server. The gateway will at tempt  to use the I nternet  Explorer 
proxy set t ings, if they exist , of the user operat ing the Gateway 
user interface. 

Why do I need to complete the Verification Matrix 
@TheOffice m akes use of sophist icated cryptographic technology 
to ensure that  no unauthorised user is allowed access to your 
office network. I nternally,  @TheOffice uses public key 
cryptography. Each user has a key-pair that  consists of a pr ivate 
key (protected by your pass-phrase when stored on disk)  and a 
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public key. The public keys are presented to the gateway and 
ver ified when a user connects.  

The Enrolm ent  process sets up a t rust  relat ionship between you 
and your key-pair. To prove to the gateway that  you are who 
you claim  to be dur ing enrolment , you have to present  your 
UserID and password.  

With Public key technology we can send this inform at ion 
securely to the gateway, but  we have to guard against  a rogue 
Gateway receiv ing your Windows User I D and password!   

To prevent  this, the Verif icat ion Matr ix is used. This is a num ber 
(digital f ingerprint )  of the Gateway Public Key that  @TheOffice 
converts into twenty two character pairs. 

The Verificat ion Mat rix is not  a secret , however you m ust  t rust  
the source from which you obtained it .  The best  opt ion is to 
receive it  from your system administ rator direct ly – this way you 
know it  can be t rusted. 

Why can’t I enrol to the Gateway? 
Possible problems m ight  be:  

Domain controller 

I n order for your @TheOffice Gateway to be able to query the 
domain cont roller , the Gateway PC must  be registered on the 
domain. I t  is also im portant  to verify that  the dom ain cont roller 
has the group “Pre-Windows 2000 compat ible access”, and that  
either the user “Everyone” or the Gateway PC is a member of 
the group. 

Incorrect Password used 

The user I D and password must  m atch that  of the registered 
user in the dom ain group as specif ied in the gateway. Refer to 
the Advanced Configurat ion sect ion above for more inform at ion. 

User not in domain/group specified 

All users that  require access to the gateway must  be included in 
the access group as specified during the gateway configurat ion. 
Refer to the Advanced Configurat ion sect ion above for more 
inform at ion. I f the gateway resides in a dom ain, the default  of 
“domain users” will include all the users registered in the 
domain. I f the gateway is not  in a domain, then the default  will 
be all the users registered on the gateway. 
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Office Network firewall issues 

No access to the Gateway public address. This could be due to 
firewall configurat ion issues. Refer to the sect ion on set t ing up 
your f irewall [ Firewall set t ings]  or get  assistance from your 
firewall adm inist rator. You could also use the web based test  
tool as described in the Gateway ‘What  to do next ’ sect ion. 

Intermediate firewall setting issues 

You m ight  be connect ing via a com plex network. The gateway 
should take care of most  complexit ies. However, if t he network 
t raff ic required by the gateway is blocked som ewhere along the 
way, contact  the network adm inist rator  of the device filter ing 
the t raffic. 

Specified IP-Address of Gateway incorrect 

The IP address or DNS nam e of the gateway specified is 
incorrect  and the client  cannot  connect  to the gateway or the 
gateway is inaccessible from the public network. 

NOTE:  the IP address or DNS nam e specified m ust  be 
accessible from the public network ( the I nternet ) . I t  is also used 
in the Welcom e Mem o, as described in the ‘Gateway Status’ 
sect ion above, to inform the user of the client  which gateway 
address to use. 

Why can’t I connect to the Gateway? 
At  each failed at tem pt  to connect  to the gateway the user is 
presented with an error m essage stat ing which part  of the 
process failed. The user must  ensure that  the correct  profile and 
pass phrase is used when at tempt ing to connect  to a gateway. 
The profile is listed as [ user I D] @[ gateway address] (dom ain)  

Several problem scenarios could occur and are described below. 
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The User has not enrolled 

I f the fields in the client  connect ion windows are greyed out , the 
user has not  enrolled to a gateway. The user is required to enrol 
from the client  device from which a connect ion is required to be 
made. Rem ember the first  enrolm ent  to the gateway creates a 
new act ive user on the gateway and a subsequent  enrolm ent 
requires that  the user enrol using the original pass phrase. Refer 
to the Client  ‘Enrolm ent ’ sect ion. 

NOTE:  A user can enrol from several PCs to the sam e gateway. 
The first  enrol process creates a new profile on the gateway, 
and subsequent  enrolments m ust  use the sam e pass phrase as 
the first  since they are actually using a copy of the init ial profile. 

I cannot find my profile 

The user profile is created on com plet ion of the enrolment  
process. I f several users use a client  PC then each user m ust  
enrol from that  PC so that  the user has a valid profile to use 
during the connect ion process. 

I have a valid profile and cannot connect 

A user that  has previously enrolled and was able to connect  to 
the gateway m ay have left  another PC connected using his 
profile. The user m ay only have two connect ions to the gateway 
open at  any one t im e. I t  is not  recom m ended that  users share 
profiles, as this will reduce the security value of the system . 

Another problem  could be as simple as using the incorrect  pass-
phrase. 

You m ight  also, in fact , have an invalid profile due to the fact  
that  the gateway has been changed, for example the count ry 
changed. Refer to The Gateway Basic Configurat ion sect ion for 
more inform at ion. This issue is resolved by enrolling again. 

Connection attempted on local subnet 

Each PC on the network is located on a network with a unique IP 
Address and operates within a part icular subnet , the local 
port ion of the network. Any com m unicat ions outside of this 
network is routed via a gateway to reach its dest inat ion. 
@TheOffice requires that  the Client  and gateway are located in 
different  subnets, and will warn the user if this is not  the case. 
You can therefore not  use the Client  while you are in the off ice 
subnet  and need to be outside of your local off ice network. 
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Firewall not set-up correctly 

The complete route from the client  to the gateway needs to 
allow specif ic t raffic through for the connect ion take place. This 
includes the firewalls at  (or on)  the client  and the gateway. I t  is 
im portant  that  UDP protocol on port  500 is allowed through by 
the firewalls and NAT devices. Refer to the sect ion describing the 
Firewall set t ings for m ore inform at ion. I f the enrol process was 
successful then it  is unlikely that  the firewall set t ings are at  
fault .  

Insufficient IP addresses in the IP Pool 

Each user is allocated an address from the IP pool as specif ied 
during the Basic Configurat ion of the gateway. I f no address is 
available for the user the connect ion will be denied and an 
appropriate error m essage provided. The gateway adm inist rator 
can look at  the logs to determ ine how often this problem  occurs 
and take correct ive act ion i.e. increase the size of the IP pool. 

Insufficient Licensed Users 

For users to connect  to the Gateway the adm inist rator has to 
install Act ivat ion Keys that  allow a certain num ber of subscribed 
users to connect . Once the lim it  is reached no adit ional 
conenct ions will be allowed and the administ rator  will have to 
manage the act ive/ inact ive user list  or install addit iaonl 
Act ivat ion Keys. 

Already connected more than once 

Each user m ay only connect  have up to two connect ions. Should 
a connect ion not  disconnect  correct ly  the administ rator can 
cancel the connect ion from  the Connect ions tab of the Gateway 
managent  applicat ion. 
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Glossary of Terms 

PC 
 
Personal computer 

Private key 
 
A secret  number used in the authent icat ion process. The private 
key is norm ally protected by encrypt ing it  with a pass-phrase. 

Pass- phrase  
 
Sim ilar to password except  that  it  m ay contain several words. 

Dom ain  
 
A group of nodes on a network form ing an administ rat ive ent ity. 

Firew all  
 
An applicat ion or an ent ire computer (e.g., an Internet  gateway 
server)  that  cont rols access to the network and monitors the 
flow of network t raffic. A firewall can screen and keep out  
unwanted network t raff ic and ward off outside int rusion into a 
private network. This is part icularly im portant  when a local 
network connects to the Internet . 

UDP 
(User Datagram Protocol)   
 
A Transmission Cont rol Protocol/ Internet  Protocol (TCP/ IP)  
technology that  enables an applicat ion to send a m essage to one 
of several applicat ions running in a dest inat ion m achine. 

Root  cer t ificate 
 
The cert ificate that  is t rusted by users of a cert ificate hierarchy. 
subservient  cert if icates can be verified by using the root  
cert if icate. The root  cert ificate cannot  be ver ified 
cryptographically and is norm ally installed using another t rust  
mechanism . I n @TheOffice, the root  cert ificate of the gateway is 
installed when the user correct ly selects the verificat ion m at rix. 

I P- Address 
( I nternetwork Protocol address or I nternet  address)   
 
A unique number assigned by an I nternet  authority that  
ident ifies a com puter on the I nternet . The number consists of 
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four groups of num bers between 0 and 255, separated by 
periods (dots) . For example, 192.0.2.20 is an IP address 

DNS  
(Dom ain Naming System)   
 
The online dist r ibuted database system  that  serves as the m ap 
between nam es and I nternet  addresses 

NAT  
(Network Address Translat ion)   
 
A funct ionality provided through the gateway Network Cont rol 
Program (NCP)  to protect  the internal I nternet  Protocol ( IP)  
addressing st ructure from the I nternet  IP addresses 
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