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3 ARQUITECTURA

1 Manual for Debian Edu Etch 3.0 Codename "Terra"

/!\ Etch is not supported anymore, please upgrade to Lenny!

This is the (still incomplete) manual for the Debian Edu Etch 3.0 release.

This document was put into the debian-edu-doc package on 2010-11-19.

The version at http://wiki.debian.org/DebianEdu/Documentation/Etch is a wiki and
updated frequently.

Translations are part of the debian-edu-doc package, which can be installed on a webserver.

2 About Debian Edu and Skolelinux

Skolelinux is a Linux distribution made by the Debian Edu project. Being a Custom Debian Distribution
(CDD) it is part of Debian.

What this means is that Skolelinux is a version of Debian providing an out-of-the box environment
of a completely configured school-network.

In Norway, where Skolelinux was started, the main target group is schools serving the 6-16 years
age bracket. Today the system is in use in several countries around the world, with most installations in
Norway, Germany and France.

3 Arquitectura

This section of the document describes the network architecture and services provided by a Skolelinux
installation.

3.1 Red

192,168 0,254 192.168.p.254

192.1£8.0.0/24 192.168.0.0/24

i = | EE E =
Thin client Thin elient client

Thin client

(The debian-edu-doc source package contains this image as a dia file.)

The figure is a sketch of the assumed network topology. The default setup of a Skolelinux net-
work assumes that there is one (and only one) main-server, while allowing the inclusion of both normal
workstations and thin-client-servers (with associated thin-clients). The number of workstations can be
as large or small as you want (starting from none to a lot). The same goes for the thin-client servers, each
of which is on a separate network so that the traffic between the thin-clients and the thin-client server
doesn’t affect the rest of the network services.

The reason that there can only be one main server in each school network is that the main server pro-
vides DHCP, and there can be only one machine doing so in each network. It is possible to move services
from the main server to other machines by setting up the service on another machine, and subsequently
updating the DNS-configuration, pointing the DNS alias for that service to the right computer.

In order to simplify the standard setup of Skolelinux, the Internet connection runs over a separate
router. It is possible to set up Debian with both a modem and an ISDN connection, however no attempt
is made to make such a setup work out of the box for Skolelinux (the setup needed to adjust the default
situation to this should be documented separately).
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3.2 Servicios

With the exception of the control of the thin-clients, all services are initially set up on one central com-
puter (the main server). For performance reasons, the thin-client-server should be a separate machine
(though it is possible to install both the main server and thin-client server profiles on the same machine).
All services are allocated a dedicated DNS-name and are offered exclusively over IPv4. The allocated
DNS name makes it easy to move individual services from the main-server to a different machine, by
simply stopping the service on the main-server, and changing the DNS configuration to point to the new
location of the service (which should be setup on that machine first of course).

Para garantizar la seguridad, siempre que se transmitan contrasefias por la red lo hacen encriptadas.
Por tanto, no se envia ninguna contrasefia en texto plano.

Below is a list of the services that are set up by default in a Skolelinux network, with the DNS name
of each service given in square brackets. Where possible the DNS name correspond to the service name
in /etc/services, where this is not possible the common name of the service is used as the DNS
name. All configuration files will, if possible, refer to the service by name (without the domain name)
thus making it easy for schools to change either their domain (if they have an own DNS domain), or
their IP address.

¢ Centralized Logging [syslog]

e DNS (Bind) [domain]

¢ Automatic Network Configuration of Machines (DHCP) [bootps]
* Clock Synchronization (NTP) [ntp]

e Home Directories via Network File System (SMB/NFS) [homes]
¢ Electronic Post Office [postoffice]

* Directory Service (OpenLDAP) [ldap]

¢ User Administration (lwat)

* Web Server (Apache/PHP) [www]

* Central Backup (sl-backup, slbackup-php) [backup]

* Web Cache / Proxy (Squid) [webcache]

¢ Printing (CUPS) [ipp]

* Remote Login (OpenSSH) [ssh]

e Automatic Configuration [cfengine]

¢ Thin Client Server/s (LTSP) [ltspserver\#]

* Machine and Service Surveillance with Error Reporting, plus Status and History on the Web. Error
Reporting by E-mail (munin,nagios and site-summary)

Each user stores his personal files in his home folder which is made available by the server. Home
folders are accessible from all machines, giving users access to the same files regardless of which ma-
chine they are using. The server is operating system agnostic in offering access using NFS for Unix
Clients, SMB for Windows and Macintosh clients.

By default e-mail is set up for local delivery (i.e. within the school) only, though e-mail delivery to
the wider Internet may be set up if the school has a fixed Internet-connection. Mailing lists are set up
based on the user database, giving each class their own mailing list. Clients are set up to deliver mail to
the server (using ‘smarthost’), and users can access their personal mail through either POP3 or IMAP.

All services are accessible using the same username and password, thanks to the central user database
for authentication and authorization.

Para incrementar el rendimiento al acceder frecuentente a los mismos sitios de internet hay un proxy
que cachea localmente los archivos (Squid). Junto al bloqueo de trafico web en el router este también
permite el control de acceso a Internet individualmente para cada puesto.
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Network configuration on the clients is done automatically using DHCP. Normal clients are allocated
IP addresses in the private subnet 10.0.2.0/23, while thin clients are connected to the corresponding
thin-client-server via the seperate subnet 192.168.0.0/24 (this to ensure that the network traffic of the
thin clients doesn’t interfere with the rest of the network services).

El registro de sucesos estd centralizados, de forma que todas los puestos envian sus mensajes al
servidor. El servicio syslog esta configurado para aceptar sdlo mensajes entrantes desde la red local.

Por defecto, el servidor de DNS esta configurado con un dominio para uso interno (*.intern), contra
un servidor de DNS real ("externo") que puede configurarse. El servidor de DNS actua como un caché
de DNS, de forma que todos los puestos de la red pueden usarlo como su servidor de DNS principal.

Pupils and teachers have the possibility to publish websites. The web server provides mechanisms
for authenticating users, and for limiting access to individual pages and subdiretories to certain users
and groups. Users will have the possibility to create dynamic web pages, as the web server will be
programmable on the server side.

Information on users and machines can be changed in one central location, and is made accessible to
all computers on the network automatically. To achieve this a centralized directory server is set up. The
directory will have information on users, user groups, machines, and groups of machines. To avoid user
confusion there won't be any difference between file groups, mailing lists, and network groups. This
implies that groups of machines which have to be network groups, have the same namespace as user
groups and mailing lists.

Administration of services and users will by and large be via web, and follow established standards,
functioning well in the web browsers which are part of Skolelinux. The delegation of certain tasks to
individual users or user groups will be made possible by the administration systems.

In order to avoid certain problems with NFS, and to make it simpler to debug problems, time needs
to be synchronized on the different machines. To achieve this the Skolelinux server is set up as a local
Network Time Protocol (NTP) server, and all workstations and clients are set up to synchronize their
clock with the server. The server itself should synchronize its clock via NTP against machines on the
Internet, thus ensuring the whole network has the correct time.

Printers are connected where convenient, either directly onto the network, or connected to a server,
workstation or thin-client-server. Access to printers can be controlled for individual users according to
the groups they belong to, this will be achieved by using quota and access control for printers.

3.2.1 Thin clients

A thin client setup enables a ordinary PC to function as an (X-)terminal. This means that this machine
boots from a diskette or directly from the server using network-PROM (or PXE) without using the local
client hard drive. The thin client setup used is that of the Linux Terminal Server Project (LTSP).

Los clientes ligeros son una buena forma de usar méaquinas viejas, de poca capacidad, ya que los
programas se ejecutan en el servidor LTSP. Funciona asi: El servicio usa DHCP y TFTP para conectarse a
la red y arrancar desde lared. Después, se monta el sistema de archivos via NFS desde el servidor LTSP,
y finalmente se arranca X11 y se conecta al mismo servidor LTSP via XDMCP, asegurando que todos los
programas se ejecutan en el servidor LTSP.

The thin client server is set up to receive syslog from the thin clients, and forward these messages to
the central syslog recipient.

3.2.2 Diskless workstations

For diskless workstations the terms stateless workstations, lowfat clients or half-thick clients are also
used.

A diskless workstation runs all software on the PC without a locally installed operating system. This
means that client machines boot direcly from the servers hard drive without running software installed
on a local hard drive.

Diskless workstations are an exellent way of reusing newer hardware with the same low mainta-
nence cost as with thin clients. Software is administered and maintained on the server with no need for
local installed software on the clients. Home directories and system settings are stored on the server too.

Diskless workstations were introduced as part of the Linux Terminal Server Project (LTSP) with
version 5.0.
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3.3 Networked clients

The term "networked clients" is used in this manual to refer to both thin clients and diskless workstations
as well as computers running MacOS or Windows.

3.4 Administracion

Todas las maquinas linux que se instalan por medio del CD o DVD de Skolelinux se pueden administrar
desde un ordenador central, es decir el servidor. Se puede acceder a todas las maquinas por ssh y, por
tanto hay acceso completo a todos los puestos.

Usamos cfengine para editar los archivos de configuraciéon. Estos archivos se actualizan desde el
servidor a los clientes. Para cambiar la configuracion del cliente, es suficiente editar la configuraciéon en
el servidor y dejar que la automatizacién distribuya los cambios.

Toda la informacién de los usuarios se guarda en un directorio LDAP. Las actualizaciones de las
cuentas de usuario se hacen contra esta base de datos y es la que usan los clientes para autenticarse.

3.5 Instalaciéon

Se puede instalar tanto desde un CD como un DVD.
La idea es poder instalar un servidor desde CD/DVD, e instalar los clientes por la red arrancando
todas las demas médquinas a través de la red. La instalacién del DVD funciona sin acceder a Internet.
La instalacién no deberfa hacer ninguna pregunta, con la excepcién del idioma deseado (p. ej.
Noruego, Espafiol, etc) y el perfil de la mdquina (servidor, puesto normal, servidor de cliente ligero).
Todas las demés configuraciones se hardn automaticamente con valores rezonables, y el administrador
del sistema las podra cambiar desde un sitio centralizado después de la instalacion.

3.6 Configuracién del acceso al sistema de archivos

Cada cuenta de usuario de Skolelinux tiene asignada una seccién del sistema de archivos en el servidor
de ficheros. Esta seccién (directorio home) contiene los archivos de configuracién del usuario, docu-
mentos y paginas web. Algunos de estos archivos deberian tener acceso de lectura para otros usuarios
del sistema, algunos podrian ser de lectura para todo internet, y algunos no deberian ser accesibles por
nadie que no fuera el usuario.

To ensure that all disks that are used for user directories or shared directories can be uniquely named
across all the computers in the installation, they can be mounted as /skole/host/directory/. Ini-
tially, one directory is created on the file server, /skole/tjener/home0/, in which all the user ac-
counts are created. More directories may then be created when needed, to accomodate particular user
groups or particular patterns of usage.

To enable shared file access control using the file groups, each user must be assigned a primary group
with no other members. The name of this private group should be identical to the username. (More info
on private groups is available from Redhat.) This allows for all new files created by the user to be set
with full access for the file’s group. Together with set-gid bit on directories and inheritance of rights, this
enables controlled file sharing between the members of a file group. Therefore, the users’ umask should
be 00X. (If all users initially should be able to read newly created files, then X=2. If only the relevant
group should be given initial read access then X=7.)

The initial access settings for newly created files is a matter of policy. They may either be set to give
read access to everybody, which can later be removed by explicit user action, or they may be initially
blocked, necessitating user action to make them accessible. The first approach encourages knowledge
sharing, and makes the system more transparent, whereas the second method decreases the risk of un-
wanted spreading of sensitive information. The problem with the first solution is that it is not apparent
to the users that the material they create will be accessible to all other users. This is detectable only
upon inspection of other users’ directories, where one can see that the files are readable. The problem
with the second solution is that few people are likely to make their files accessible, even if they do not
contain sensitive information and the content would be helpful to inquisitive users who want to learn
how others have solved particular problems (typically configuration issues).

Suggestion: The files are initially set to be readable by all, but particular directories are created in
which the content is initially blocked. This will simplify deciding whether the file should be made
readable or not. Concretely, umask should be set to 002, and ~/ created with privileges 0775, ~/priv/



http://www.redhat.com/docs/manuals/linux/RHL-9-Manual/ref-guide/s1-users-groups-private-groups.html
http://www.redhat.com/docs/manuals/linux/RHL-9-Manual/ref-guide/s1-users-groups-private-groups.html

4 CARACTERISTICAS 3.7 notas sueltas

given 0750,and ~/pub/ given 0775. Files that should not be readable by others should be put in ~/-
priv/, whereas public files will be put in ~/pub/. Other files will initially be accessible, but may be
blocked as needed.

ssh requires that the home directory can only be written to by the owner, thus the maximum access
privilege for ~/ is 755.

e - access to home directories (*~/.)? - home directories - shared directories?

3.7 notas sueltas

Estas son varias notas de cosas que deberian incluirse en este documento.

¢ Centralized user database with grouping and the ability to control which groups have access to
which machines.

¢ Grouping of machines and ability to control access to network services for these groups (access
blocking to Internet via squid)

¢ Should consider using a DNS name from RFC 2606.

This chapter was copied and pasted from http://developer.skolelinux.no/arkitektur/
arkitektur._html_en ( at that time it was Copyright © 2001, 2002, 2003, 2004 Petter Reinholdtsen
< pere@hungry.com >, released under the GPL) - note to translators: there are translations for this
document already, which you can also copy and paste. But keep those copyright notes as well.

4 Caracteristicas

4.1 New features in the "3.0r1 Terra" release 2007-12-05

e much improved documentation with updated translations to German, Norwegian Bokmal and
Italian

¢ includes more than 40 bug fixes, improvements and security updates that came to our attentention
after the 3.0r0 release
4.2 New features in the "3.0r0 Terra" release 2007-07-22
¢ Based on Debian 4.0 Etch released 2007-04-08.
¢ Graphical installer with mouse support
* Boot splash with usplash
¢ LSB 3.1 compatible
¢ Linux kernel version 2.6.18

— Support for SATA controllers and hard disks

¢ X.org version 7.1.

¢ KDE desktop environment version 3.5.5

* OpenOffice.org version 2.0.

e LTSP5 (version 0.99debian12)

e Automatic tracking of installed machines using Sitesummary.

e Automatic configuration of munin using data from Sitesummary.

* Automatic version control of configuration files in /etc/ using svk.

* File systems sizes can be extended while the file system is mounted.
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5 REQUISITOS 4.3 Features in 2.0 release 2006-03-14

- Support automatically extending file system based on predefined rules.

¢ Local Device Support on thin clients.

* New processor architectures: amd64 (fully supported) and powerpc (experimental support, instal-
lation media only boots on the newworld subarchitecture)

* Multi-architecture DVD for i386, amd64 and powerpc

® Regression: the CD-install requires Internet access during installation. Previous versions could be
installed from one CD without Internet access.

* Regression: webmin is now removed from Debian because of problems supporting it. We’ve
added a new web based user administration tool named Iwat, which doesn’t has the same func-
tionality as wlus, the old user administration tool. But wlus requires webmin.

* Regression: swi-prolog is not part of etch, but was part of sarge. The HowTo teach and learn
Chapter describes how to install swi-prolog on etch.
4.3 Features in 2.0 release 2006-03-14
* Based on Debian 3.1 Sarge released 2005-06-06.
¢ Linux kernel version 2.6.8.
¢ XFree86 version 4.3.
¢ KDE version 3.3.

¢ OpenOffice.org 1.1.

4.4 Features in "1.0 Venus'" release 2004-06-20
* Based on Debian 3.0 Woody released 2002-07-19.
* Linux kernel version 2.4.26.
® XFree86 version 4.1.

e KDE version 2.2.

4.5 More information on older releases

More information on the older releases can be found at http://developer.skolelinux.no/info/
cdbygging/news . html.

5 Requisitos

Hay diferentes formas de usar una soluciéon Debian-Edu. Puede instalarse en un sélo PC o en una
amplia regién con muchas escuelas operadas centralmente. Esta variedad de configuraciones hace una
gran diferencia en la forma de configurar las cosas dependiendo de los elementos de red, servidores y
puestos de cliente.

5.1 Hardware requirements

¢ the computers running Debian Edu / Skolelinux must have either i386, amd64 or powerpc pro-
Cessors.

— Onpowerpg, the installation media will only boot on machines of the newworld sub-architecture,
which are the systems from apple with a translucent case

e thin client (LTSP) servers need two network cards when using the default network architecture:
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— eth0 connected to the main network (10.0.2.0/23)
- ethl (192.168.0.0/24) serving the thin-clients

e disk space requirements depend on profiles used, but any disk from 8 GiB will be sufficient. As
usual, the bigger the better.

e for the thin clients 32 MB RAM and 133 MHz is recommended as minimum. Swap is required

» for workstations or standalone PCs 450 MHz, 256 MiB RAM and 8 GiB disc space are recom-
mended minimum requirements

e for diskless workstations (also known as stateless workstations, lowfat clients or half-thick clients)
256 MB RAM and 800 MHz or more is recommended minimum requirements. Swapping over the
network is automatically enabled, the swap size is 32mb, if you need more you can tune this by
editing /etc/ltsp/nbdswapd.conf on tjener to set the SIZE variable.

e for Laptops 256 MB RAM and 450 MHz are minimum requirements

5.2 Hardware known to work

A list of tested hardware is provided from http://wiki.debian.org/DebianEdu/Hardware/ .
This list is not nearly complete :)

6 Requirements for a network setup

* a router/gateway (IP 10.0.2.1) providing access to the internet (when using the default network
architecture)

¢ for the main server (10.0.2.2): this is the one single computer in the network which get’s the tje-
ner-profile installed

e workstation(s) and/or thin client (LTSP) server(s)

¢ thin clients clients

6.1 Internet router

A router/gateway, connected to the internet on the external interface and running on the IP address
10.0.2.1 on the internal interface, is needed to connect to the internet.

The router should not run a DHCP server, it can run a DNS server, though this is not needed and will
not be used. (If the router runs a DHCP server you must disable the DHCP server on the main server
and you will loose some features and certain documented procedures will work differently. So better
disable the DHCP server on the router.)

If you are looking for a i386 based solution (so that you can reuse an old PC), we recommend IPCop
or floppyfw.

If you need something for an embedded router or accesspoint we recommend using OpenWRT,
though of course you can also use the original firmware. Using the original firmware is easier, using
OpenWRT gives you more choices and control. Check the OpenWRT webpages for a list of supported
hardware.

It is possible to use a different network setup, this is the documented procedure to do this. If you
are not forced to do this by an existing network infrastructure, we recommend against doing so and
recommend you stay with the default network architecture.

7 Instalacion

7.1 Donde encontrar mas informacion

We recommend to read or at least take a look at the release notes for Debian Etch before you start
installing a system for production use. If you just want to give Debian Edu/Skolelinux a try, you don’t
have to though, it should just work :-)

Even more information about the Debian Etch release is available in its installation manual.
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7.2 Download an installation media for Debian Edu Etch 3.0r1
721 DVDs para i386, amd64 y powerpc

La imagen multiarquitecturas tiene 4,4 Gb. Para descargarla, usa cualquiera de estos métodos:
e ftp://ftp.skolelinux.org/skolelinux-cd/debian-edu-etch-amd64-i386-power-
pc-DVD-3.0rl.iso

http://ftp.skolelinux.org/skolelinux-cd/debian-edu-etch-amd64-i386-powe-
rpc-DVD-3.0rl.iso

rsync ftp.skolelinux.org::skolelinux-cd/debian-edu-etch-amd64-i386-powe-
rpc-DVD-3.0rl.iso

o con el cd netinstall puedes descargarla para i386

e Ttp://ftp.skolelinux.org/skolelinux-cd/debian-edu-etch-1386-netinst-3.0-
rl.iso

http://ftp.skolelinux.org/skolelinux-cd/debian-edu-etch-i1386-netinst-3.-
Orl.iso

rsync ftp.skolelinux.org::skolelinux-cd/debian-edu-etch-i1386-netinst-3.-
Orl.iso

amd64

e Ttp://ftp._skolelinux.org/skolelinux-cd/debian-edu-etch-amd64-netinst-3.-
Orl.iso

http://ftp.skolelinux.org/skolel inux-cd/debian-edu-etch-amd64-netinst-3-
.Orl.iso

rsync ftp.skolelinux.org::skolelinux-cd/debian-edu-etch-amd64-netinst-3-
.Orl.iso

and powerpc (suited for the newworld sub-architecture)

e ftp://ftp._skolelinux.org/skolelinux-cd/debian-edu-etch-powerpc-netinst--

3.0rl.iso
http://ftp.skolelinux.org/skolelinux-cd/debian-edu-etch-powerpc-netinst-
-3.0rl.iso
rsync ftp.skolelinux.org::skolelinux-cd/debian-edu-etch-powerpc-netinst-
-3.0rl.1so

The powerpc port has not been tested as much as the other architectures, though it should work just
fine and has been reported to work. Still, we consider the port an experimental release of Debian Edu,
which we might not be able to support as the other archs.

The source code for this release is available on a DVD image

e Ttp://ftp._skolelinux.org/skolelinux-cd/debian-edu-etch-source-DVD-3.0r1-
.iso
http://ftp.skolelinux.org/skolelinux-cd/debian-edu-etch-source-DVD-3.0r-
1.iso

rsync ftp.skolelinux.org: :skolelinux-cd/debian-edu-etch-source-DVD-3.0r-
1l.iso

7.3 Request a CD/DVD by mail

For those without a fast internet connection, we offer to send you a CD or DVD for the cost of the CD
or DVD and shipping. Just send an email to cd@skolelinux.no and we will discuss the payment details
(for shipping and media) :) Remember to include the address you want the CD or DVD to be sent to in
the email.
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7.4 Instalacion desde CD

La instalacién via red (netinst) descargaréd algunso paquetes desde el CD y el resto desde la red. La
cantidad de paquetes a descargar depende del pefil:

e Main server: 8 of 115 MiB downloaded.
e Main server and Thin client server: 618 of 1082 MiB downloaded.

e Main server and Workstation: 618 of 1081 MiB downloaded.

Thin client server: 618 of 1052 MiB downloaded.

Workstation: 618 of 1051 MiB downloaded.
e Standalone: 618 of 1020 MiB downloaded.
e Barebone: 12 of 83 MiB downloaded.

The profiles are explained below.

7.5 Opciones de instalacién

When you do an Debian Edu installation you have a few options to choose. But don’t be afraid, there
aren’t many. We have done a good job hiding the complexity of Debian during the installation and
beyond. However, Debian Edu is Debian, and if you want there are more than 15000 packages to choose
from and a billion configuration options. But for the majority of our users, our defaults should be fine.

¢ Normal graphical installation is the default on i386 and amd64. The powerpc installer does not
support graphical installation. Enter install at the boot prompt to do an i386 text-mode install.

- The debian-edu-expert boot-option adds the barebone profile to the profile options, and
switches to manual partitioning. Enter installgui debian-edu-expert or install
debian-edu-expert at the syslinux/yaboot prompt to enter expert mode.

- If you want to boot the amd64 text mode with the multiarch DVD it would be amd64-ins-
tall. Likewise you can choose amd64-expertgui to get the GUI version on amd64.

- If you want to boot the 1386 mode with the multiarch DVD on an amd64 machine you need
to manually select install (text mode) or expertgui (graphical mode). The multiarch
DVD defaults to use amd64-installgui on x86 64-bits machines, and installgui on x86 32-bits
machines.

— If you have already installed the mainserver profile on a machine, you can use its http proxy
service to speed up the following installations from CD. Add d-i mirror/http/proxy
string http://10.0.2.2:3128/ as additional boot-option.

Choose a language (for the installation and the installed system)

Choose a time-zone

Choose a keyboard keymap (usually the countrys default is fine)

Choose a profile:

— server

+ This is the main server (tjener) for your school providing the following services: file,
print, intranet, proxy, DNS, DHCP, LDAP, backup, nagios, simesummary, munin. All
services are pre-configured and working out of the box. You must only install one main
server per school!

— workstation

+ A computer booting from its local hard drive, and running all software and devices lo-
cally like an ordinary computer, but the user login is authenticated by the main server,
where the user’s files and desktop profile are stored.
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— thin client server

+ Thin client (and diskless workstation) server. Clients with no hard drive boot and run
software from this server. This computer needs two network cards, a lot of memory,
and ideally more than one processor or core. Out of the box, this profile installs a thin
client server. To turn it into a diskless workstation server you need to follow this HowTo.
(Fixme: integrate this HowTo into this chapter of the manual.)

— standalone

+ An ordinary computer that can function without a main server, ie. doesn’t need to be on
the network. Includes laptops.

— barebone

+ This profile is only available when using the ‘debian-edu-expert’ boot option. It will
install the base packages and configure the machine to integrate into the Debian Edu
network, but without any services and applications. It is useful as a platform for single
services manually moved out from the main-server.

The first 3 profiles can all be installed on the same machine. That means the main server can also
be a thin client server and can be used as a workstation.

* say yes to automatic partioning, it will destroy the data on the harddrives!
® say yes to partman

* please say yes to submit information to http://popcon.skolelinux.org/ - though you dont
have to :)

* wait

* be happy

7.5.1 A note on manual partitioning

If you decide to do manual partitioning for the main-server, you need to make sure that the directory
/skole/tjener /home( exists, probably by mounting a partition there. If you don’t create that directory
you will only be able to login as root. The reason is that the user creation system require this directory
to exist to be able to create users home directories, and without a users home directory the user can not
log in.

7.5.2 A note on notebooks

In principal it makes sense to either install notebooks with the workstation or with the standalone pro-
file. But keep in mind, that the workstation profile uses LDAP for the user accounts and NFS for the
home directories, so those workstations will only work while in the network where they can access the
server. If you plan to use your laptop at home or on the road, choose the standalone profile.

It is possible to reconfigure workstations to cache authentication information and sync the home di-
rectories to local disk (and resync to the server when in the network) with unison, but there is currently
no howto available for this.

7.5.3 A note on DVD installs

If you install from a DVD /etc/apt/sources. list will only contain sources from the DVD. If you
have an internet connection we strongly suggest to add the following lines to it, so that available (secu-
rity) updates can be installed:

deb http://ftp.debian.org/debian/ etch main
deb http://security.debian.org/ etch/updates main
deb http://ftp.skolelinux.org/skolelinux etch local

10
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7.5.4 Custom CD/DVDs

Creating custom CDs or DVDs is quite easily possible, since we use the debian installer, which has a
modular design and other nice features. [ http://wiki.debian.org/Debianinstaller/Preseed
Preseeding] allows to define answers to the questions normally asked.

So all you need to do is to create a preseeding file with your answers (this is described in the appendix
of the debian installer manual) and remaster the CD/DVD.

7.6 Varios pantallazos de la instalacién de un servidor principal i386 + servidor de
clientes ligeros

Skol linux

D n Edu

Fress F1 for help, or ENTER to boot: _

'O debian-edu §)

Skot linux

Choose language

Please choose the language used for the installation process. This language will be the default language for the final

system.

Choose a language:

Chinese (Simplified) - d3z(fi{k) =

Chinese (Traditional) - d3( %)

Croatian - Hrvatski H

czech - Cedtina

Danish -Dansk

Dutch - Nederlands N

Dzongkha E =

English - English

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian BN

German - Deutsch

Graak M =
screenshot | [ GoBsack | [ continue |

'O debian-edu §)

Choose language

Based on your language, you are probably located in one of these countries or regions.
Choose a country, territary or area:

Australia

Botswana

Canada

Hong Kong

India

Ireland

New Zealand \
Philippines

singapore

South Africa

United Kingdom

Zimbabwe

other

screenshot | | GoBack | [ continue
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(O debian-edu

Select a keyboard layout

25

Keymap to use:

merican Engli
Belarusian
Belgian
Brazilian (ABNT2 layout)
Braziian (EUA layout)
British English
Bulgarian
Canadian French Y L
Croatian
Czech
Danish
Dutch
Dvorak
Estonian
Finnish
French
German

Greek =

Screenshot | [ GoBack | [ Continue |

(O debian-edu /

Choose Debian-Edu profile

The profiles you choose determine how the machine can be used out-of-the-box. You can choose several profiles, but you
have to choose at least one,

Every Debian-Edu network needs one, and only one machine running the Main-Server' profile. This machine provides the
(network) services (mainly file/network and LDAP), so without this machine the network does not work. since this machine
will hold all data files it will need a lot of harddisk space. Installing this option solely resuits in a machine without a
Graphical User Interface(=GUI). if you want a GUI you'll need to include the workstation profile or ‘Thin-Client-Server,

Machines running the Workstation’ prefile are normal machines. Users logging on a workstation are authenticated by the
machine running the "Main-Server' profile, and have their documents and personal settings stored in home directories on
the machine running the Main-Server' profile

Machines running the Thin-Client-Server' profile are able to accept thin client connections. This profile includes the
"Workstation' profile to provide the applications also installed kn a regular workstation. To prevent network congestion,
machines running this profile need to have two network cards, All three profiles named so far can be installed on the
same machine

The profile ‘Standalone’ cannot be installed on the same machine together with any of the profiles 'Main-Server', "Thin-
Client-Server' or "Workstation',

Machines running the ‘Standalone’ profile are meant to be run outside the Debian-Edu network (e.g. in the homes of
pupils and teachers) as a standalone machine.
Please choose which profiles will apply to this machine

Main-Server
[0 Workstation

Screenshot [ continue |

(Odebian-edu /A

Really use the automatic partitioning tool?

This will destroy the partition table on all disks in the machine. REPEAT: THIS WILL WIPE CLEAN ALL HARD DISKS IN THE
MACHINE! If you have important data that are not backed Up, you may want to stop now in order to do a backup. In that
case, you'll have to restart the installation later.

Really use the automatic partitioning tool?
O No

@ fesi

Scraenshot [_continue |

(© debian-edu /

Participate in the package usage survey?

The system may anonymously supply the distribution developers with statistics about the most used packages on this
system. This information influences decisions such as which packages should go on the first distribution Cl

If you choose to participate, the automatic submission script will run once every week, EEndmg statistics to the
distribution developers. The collected statistics can be viewed on http://popcan.debian.org

This choice can be later modified by running “dpkg-reconfigure popularity-contest”,
Participate in the package usage survey?
O No

@ fest

Screenshot continue |
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(©debian-edu /)

Configure time zone
Select your time zone:

E:

Central

Mountain

Pacific

Alaska

Hawaii

Arizona

East Indiana X
Samoa

Screenshot | | GoBack | [ continue |

(©debian-edu,

Set up users and passwords

You need to set a password for 'root", the system administrative account. A malicious or unqualified user with root access
can have disastrous results, 5o you should take care to choose a root password that is not easy ta guess. It should not
be a word found in dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at regular intervals.

Note that you wil not be able to see the password as you type it.
Root password:

1 ]
Please enter the same root password again to verify that you have typed it correctly
Re-enter password to verify:

( ]

screenshot | [ GoBsack | [ continue |

(O debian-edu,

Install the base system

Installing core packages...

(Odebian-edu /\

Select and install software

Select and install software

Retrieving file 1034 of 1034

13
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'O debian-edu /A

Configuring

Installation complete
Installation is complete, 5o it is time to boot into your new system. Make sure to remove the installation media

(CD-ROM, floppies). so that you boot into the new system rather than restarting the installation

Screenshot | | GoBack | [ Continue

GNU GRUB wversion ©.97 (639K lower » 195584K upper memory)

Debian GNU-/Linux, kernel Z.6.18-4-686

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 038, 'e’ to edit the

commands before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 4 seconds.

ents dispatcher udevd
hotplug events.
Waiting for /dev to be fully populated...

La pantalla de login de KDM se ha ajustado manualmente y reducido la resolucién para este pan-
tallazo.

14



9 SERVICIOS QUE CORREN EN EL...

8 DPara empezar

This chapter describes the first steps you need to do after the installation to get started. The minimum
you need to do is:

¢ adding workstations to host netgroups (for exporting home-directories via NFS)
¢ adding users
e it’s advised to add the workstations to the dhcpd-config - LTSP-servers must be added.

This is described below.
The HowTo chapter describes more tips and tricks and frequently asked questions, while this chapter
describes the stuff everybody needs to do.

R

Eae .. BT o

9 Servicios que corren en el servidor principal

Hay varios servicios en el servidor principal que se pueden gestionar con un interfaz web. Los de-
scribiremos aqui.

9.1 Web based management, using lwat

Lwat is a web based management tool, that will help you manage some important parts of your Debian
Edu setup. You can manage this four main groups (add, modify, delete):

e User Administration
® Group Administration

e Automount informations

15
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e Machine Administration

To access lwat point your webbrowser to https://www/Iwat. You will get an error message, be-
cause of atleast 2 facts:

¢ the certificate is self-signed
¢ The certificate is generated for tjener.intern

* you may also get an error if the installation is more than one month old, since the certificate is only
valid for one month.

When you have neglected the warnings (or fixed them...), you will see the page below with the menu
fixed to the left part and the varying main part on the right. First you'll see a login screen where you can
login with your admin account. If you visit this site the first time after installation, the loginname there
is:

admin

and the password is the password you entered during the installation for the root account.

Location Eclt View Go Bookmarks Toos Settings Windon Help

OO0 0O =A% a

D Locain: [ Pt B A I

(Users \Menu

- Search You need to login before
°£&d changing/adding anything

Login name: Loginarea

+ Add Login password

Machines

* Search

* Add Tip

Groups

Automount Log in using the account of a user a that are allowed to
add/edit/delete users and groups from Idap

If no such user has been created already, use the user admin, and
the password you entered while Idap was set up

For debian-edu, that means that you log in using the username
“admin®,

Login
\ ) and the same password as for the unix root account

Copyright ©2007 Bzzware AS. Developed with contribution from Debian-edu

+ Browse

Hel

G

After login the loginarea will disappear and you can choose a task in the menu.

9.2 User Management with lwat

In Debian Edu account informations are stored in a LDAP directory and get used from there not only
from the main server itself, but also from the workstations and thinclient server in the network. This
way the information about students, pupils, teachers, ... only need to be entered once and are then
available on all systems of the network.

To get the work done efficiently lwat will assist you on getting your users data entered to the LDAP
directory.

You can add users, group them in usergroups (for example to refer the members of a class more
easily), update them and remove them again. The menu entries for this are the four topmost entries (in
the two topmost groups).

9.2.1 Adding users

To add users you only have to choose "Add" in the "Users" section of the menu. After choosing this entry
you will see a form where you can enter the data of the user you want to add. The most important thing
to add is the full name of your user (point one in the image). As you enter you will see, that lwat will
generate a username automatically based on the realname. If you don’t like the generated username
you can change it later. Second you need to choose the role of your account, which is used by lwat to
determine the privileges the user has for systemadministration. Currently lwat knows the following
roles:

16
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9.2 User Management with Iwat

role granted privileges

Students Login and use the system

Teachers Same as Students

- Admins Same as Teachers, but can also change other

J user passwords (besides the ones of Admins)
Admins have ultimate privileges. They can

Admins add/modify/delete
users/groups/machines/automounts and let
windows systems join the Skolelinux domain

After choosing a suitable role you can hit the "Save" button and the user is added.

You may miss the option to set a password, that has been deactivated, but you can set a own pass-

word by modifying the user added.

[¥ Ldap based Administration - Konqueror.

Locstion Edit View Go Eookmarks Took Settings Window Halp

Select user template: Username
| students H@ [demuse ]

[Seers ]

Students

Import from file

o Search Fie ) ) [ple=d |
.

Automount
* Browse
Help

Logout

Copyright©2007 Bzware AS. Developed with contribution from Debian-edu

QOO OV ESHIAXN G
B Lacstion: [ Fespaiivmminay FIRENIPA [~
Users
Enter full name of the user:
+ Search
[Demo User @

If all went well, you will see a short notice at the end of page with the data added to the ldap directory

(also the form gets reset):

Added user: Demo User
username: demuse
password: somethingsecret

9.2.2 Search and delete users

To modify or delete a user you need to first find her using the search menu entry. You will find a form
(searcharea in the screenshot) where you can enter either the realname or the username of the user. The
results will show up below the form (marked as resultarea in the image). On the left of every result line
there is a checkbox you can use to delete or disable on or more user with the two buttons below. If you
want to modify a user, just click on it, all result lines are links to the modify page.
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[® Ldap based Administration - Konqueror,

arks  Tools Settings Window Help

1000100 wRIAK 8

B> Location: [ &) hetps.wwwilwat/ FREeA B
Users
Enter name to search for Searcharea
¢ Search De ]
+ Add
Groups [J Demo User (demuse) Resultarea

Dermno 2 User (demo?
+ Search Delete User(s) Disawte Userl(s)
+ Add

Machines

+ Search
+ Add

Automount
* Browse
Help

Logout

Copyright ©2007 Bzware AS, Developed with contribution from Debian-edu

vaser (=)

A new page will show up where you can modify information directly belonging to a user, change
the password of the user and modify the list of groups the user belongs to.

[® Ldap based Administration - Kongueror

Location Edt Wiew Go Bookmarks Settings Window  Help

100000 SRIAKN
B tecston [ BRI -
Users User information

Username: [demozu | Userid: (10008 ]

* Search

. Add Full name: [Demo 2 User |
Groups

G N\
roups: . .
* Search P Group information
Add

N Member of Not member of

Machines students
none Jradmins

+ Search teachers

+ Add machines

>
Automount
<

+ Browse

Help
J

Logout

Copyright ©2007 Bzzware AS. Developed with contribution from Debian-edu

9.2.3 Advanced user management

It possible to mass-create users with Iwat by using a .csv file, which can be created with any good
spreadsheet software (for example oocalc).

The import script expects a file formated with all data for one user on one row, with each field
separated with a semicolon. The minimum information needed is the full name of the user. If fullname
is not given, the script expects to have both Firstname and lastname. The maximum information it
expects is "User template; Fullname; Username; Password; Additional group membership".

If a password column is missing, an easy to remember, pronounceble password will be created.

If users are put into groups, these groups have to exist, so you need to create them manually (with
lwat, see below) before importing the users.

It's a good idea to do some tests first, best with a .csv file with a few fictional users, which can be
deleted later.

9.3 Group Management with lwat

The mangement of groups is very similarly to the management of users. You can enter a name and
a description per group. When be searching for groups you can also delete or disable all users of the
groups found. From the modification page you can access all the users of that group.

The groups entered in the group management are also regular unix groups, so you can use them for
file permissions too.

9.3.1 Advanced group management

Using lwat it’s easy to put users in a specifig group (for example named after the year they enter or
finish school) and to create all their home directories in a dedicated directory.
To achieve that, add a stanza like the following to the file /etc/Iwat/admin. ini:
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[2009]

ou = "ou=People,%base®%"

objectClass = top posixAccount shadowAccount imapUser sambaSamAccount
homeDirectory = /skole/tjener/home0/2009/%username¥%

groups = none students 2009

loginShell = /bin/bash

mai IMessageStore = /var/lib/maildirs/%username%

To make this work the 2009 group has to be created before adding these users.

The above stanza simply adds then on top off home0, if you want them somewhere else, using
another automount, then you use lwat to add that automount, and change the homeDirectory string in
admini.ini corespondingly.

9.4 Machine Management with lwat

With the machine management you can basically manage all IP based devices in your Debian Edu net-
work. Every machine added to the LDAP directory using lwat has a Hostname, an IP-address, an
MAC-address and a domain name which usually is "intern". For a more verbose description about the
Debian Edu architecture see the architecture chapter of this manual.

If you add a machine, you can use an ip/hostname from the preconfigured address space. The
following ip ranges are predefined:

First address Last address hostname
10.0.2.10 10.0.2.29

Itspserverxx
10.0.2.30 10.0.2.49 .

printerxx
10.0.2.50 10.0.2.99 .

staticxx

The addresses from 10.0.2.100 till 10.0.2.255 and 10.0.3.0 till 10.0.3.243 are reserved for dhcp and are
assigned dynamically.

To assign a host with the MAC-address 00:40:05:AF:4E:C6 a static IP-address you only have to enter
the MAC-address and the hostname static00, the remaining fields will be filled automatically according
to the predefined configuration.
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/!\ This will not configure the dhcp server. You need to configure the host statically or edit the
configuration of the dhcp server by hand as shown directly below.

9.4.1 Assign static ip addresses with dhcp

To assign a static ip address to a host which you added to the ldap tree via lwat, you need to edit
/etc/dhcp3/dhcpd.conf and run Zetc/init.d/dhcp3-server restart as root.

For our example above you would, after open /etc/dhcpd3/dhcpd.conf in your favourite editor,
search for the configuration section of the host static00. You should find something exactly like this:
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host static00 {
hardware ethernet 00:00:00:00:00:00;
fixed-address static00;

}

You need to replace the all-zero MAC-address with 